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1. UvVOD

Dokument popisuje postup jak nastavit automatické zalohovani ABRA Gen s DB MS SQL.

1.1 UVODNI PODMINKY

Nize uvedeny postup je vytvoren v prostfedi databazového serveru s operacnim systémem Windows Server 2016 a
Microsoft SQL Server 2016 Standard. Pro ostatni podporované verze databdzového serveru MS SQL je postup analogicky.
Seznam podporovanych verzi MS SQL je k dispozici v technické dokumentaci help.abra.eu v sekci Databazovy server.
Postup neni vhodny pro Microsoft SQL Server Express.

2. ZALOHOVANI ABRA GEN MS SQL

2.1 ZAKLADNI POPIS

ABRA Gen s podporou MS SQL uklada sva data do databaze MS SQL. Jedno spojeni je reprezentovano jednou databazi.
Zalohovani doporucujeme provadét pravideln& v rezimu: plna zéloha jednou denné, zéloha logd vicekrét za den, napf.
jednou za hodinu. Tyto zalohy je vhodné ukladat na jiné Ulozisté, nez jsou umistény produkcéni databaze. Dale
doporuéujeme pravidelné kontrolovat stav zélohovani at uZ ruéné & automaticky monitorovacim nastrojem a
obnovitelnost zaloh.

Kromé téchto dat ABRA Gen je nutné zalohovat i soubor Storage.STF. NiZe jsou popsany postupy jak tato data zalohovat.

2.2 PLANOVANA ZALOHA ABRA GEN MS SQL

Pro naplanovani pravidelné zalohy databazi ABRA Gen pouzijeme management nastroj SQL Management Studio. Tento
nastroj je v nékterych verzich SQL soucasti instalace, v jinych je nutné jej doinstalovat ze samostatného instalacniho
balicku.

Po provedeni nize uvedeného nastaveni docilime:
- Pravidelného zalohovani celé databaze jednou za den
- Pravidelného zalohovani transakénich logli databaze jednou za hodinu
- Automatického odmazavani starsich zaloh

Pozn.: Nize uvedeny postup je pouze priklad. Ve vasem prostifedi se mohou vyskytovat odlisSnosti, jiné nazvy databazi,
daldi databaze jinych systémd apod.

Pfed nastavenim zalohovani zjistime nazvy databazi, které ABRA Gen vyuziva, a nastavime jim spravné parametry.

2.2.1 NASTAVENI DATABAZI ABRA GEN MS SQL

Pro spravné fungovani procesu zalohovani doporucujeme nastavit na databazich ABRA Gen recovery model Full.

1) Pomoci nastroje DBAdmin.exe, ktery se nachazi v instalacnim adresari ABRA Gen, zjistime nazvy databazi,
které ABRA vyuziva.
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E\ Prilvodce nastavenim spojeni

Operace
Vyberte operadi, kterou cheete provest

Funkee:

(#) Pfidat nové spojeni
() Odebrat spojeni

() Editovat spojeni

Existujici spojeni:

) Update databdze

) Obnova databaze

OID infix

A& ABRA

software for your business

localhost\ABRA_Data

V nasem pripadé spojeni Data vyuziva databazi ,ABRA_Data" umisténou na MS SQL serveru ,localhost".

Informace o jednotlivych spojenich Ize ziskat i pomoci pfikazového fadku a nastroje DBAdminCmd.exe.

2) Spustime SQL Management Studio a pfipojime se do databaze MS SQL.

Potifebujeme k tomu:

- SQL Management Studio

- Pristupova opravnéni k SQL serveru

Strana 4 z 16



3)

A\ ABRA

software for your business

4 Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tooks Window Help

CO BT E | BNy AR SRR
Object Explorer

Comnect~ ¥

U databazi ABRA nastavime Recovery model ,Ful

¥ Connect to Server

SQL Server

Servertype Database Engne

Generic Debugger ~

Server name [focanos]

Wind:

SQ\administrator

|\\

Options >>

L

Quick Launch (Ctrl+Q) )

, tzn. od této chvile bude databaze generovat transakéni logy.

POZOR: Transakéni log je nutné pravidelné zalohovat, jinak se bude neimérné zvétSovat a mize zaplnit diskovy

prostor, na kterém je umistén.

¢ Microsoft SQL Server Management Studio (Administrator)
Fle Edit View Debug Tools Window Help
co|m-a-umad|
Object Explorer X
Connect ~ el [VIE'S
© | SQCZ-JISE-TESTT (SQL Server 13.0.5026]
© 1 Databases
System Databases
Database Snapshots
& ABRA Data
Security
Server Objects
Replication
PolyBase
Always On High Availability
Management
@ 1 Integretion Services Cetalogs
B 5Ol Server Agent
[ XEvent Profiler

Ready

1T Soript ~ @ Help

Generic Debugger ~

Collation SQL_Latin1_General_CP1250_CI_AS

B

Recovery mods!: Simple
Compatbilty level:
Containment type:

imoing
 Transaction Log Shipping
& Query Store

Other options:

B 44 |

 Corser
Close Cursor on Commit Enabled False
Defautt Cursor GLOBAL
Database Scoped Configurations
Legacy Cardinality Estimation OFF

Legacy Cardialty Estimation For Secondary PRIMARY
0

Max DOP
Ma DOP For Secondary.
Parameter Sriffing ON
Parameter Sriffing For Secondary
Query Optimizer Fixes OFF
Query Optimizer Fices For Secondary

v FILESTREAM
FILESTREAM Drectory Name
FILESTREAM Non Transacted Access  OFf
Miscellaneous
Alow Snapshot lsolation True
ANSIMLILL Dt

Allow Snapshot Isolation

Connection

Server.
SQCZUISETEST1

Connection
5Q\administrator

¥ View comection properties

Quick Launch (Ctrl+Q) p
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2.2.2 PRAVIDELNA PLNA ZALOHA DATABAZI ABRA GEN MS SQL

Nastavime pIné zalohovani databazi ABRA vcietné automatického odmazavani starych zaloh.
Pozn.: V tomto pfikladu jsme se rozhodli uchovavat zalohy 14 dni.

1) V SQL Management Studiu spustime vytvoreni tzv. maintenance pléanu s privodcem (Management-Maintenance
Plans-Maintenance Plan Wizard)

48 Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrb+Q) I =
Fle Edt View Debug Tools Window Help

Sol@- -l By B2 889 Sl Generic Debugger ~ 2
Object Explorer -1 x

Connect= ¥ *¥ [y
= 8 SOCZJISE-TESTI (SQL Server 13.0.502¢
£ ¥ Databases
System Datebases
Database Snapshots

i ABRA Data [ Maintenance Plan Wizard
Security
= S Object: -
eruer Bhjects SQL Server Maintenance Plan
Replication >
PolyBase . Wizard
Always On High Availability
= 1 Management
Policy M. t “This wizard helps you create a maintenance plan that SQL Server Agert
R Policy Managemen an fun on a regular basis. With this wizard you can perforn foutine
1 Dats Collection delabase adminisration {atks such as
& Resource Governor » Cheok database inegity
« Perfom index maintenance
L] Extended Events « Update database statistics
Maintenance Plans =8 * Perform database backups
SQL Server Logs This wizard wil creste maintenance pians that can be edied in SQL
5 Database Mail Server Managemeni Studio. Edi maintenance plans to add new tasks or
et Database Mai define workdlow among the tasks.
I3 Distributed Transaction Coordir|
Legacy
Integration Services Catalogs

£ 50L Server Agent
XEvent Profiler

[] Do not show this starting page again.

s to the next wizard page

Ready

2) Zadame nazev planu a vybereme Cas, kdy se zadloha ma provadét. V nasem pripadé se zaloha spusti kazdy den
v 00:30.

l#§ Maintenance Plan Wizard - O *

Select Plan Properties
How do you wart to schedule your maintenance tasks?

Name: ABRA - Full Backup]|
Description:
s SQL Server Agent service account -

(O Separate schedules for each task
(® Single schedule for the entire plan or no schedule

Schedule:
|Oc:c:urs every day at 0:30:00. Schedule will be used starting on 03.12. 2018. | Change...
Help < Back Mext > Cancel

3) V dal$im kroku vybereme Ulohy, které se maji v ramci planu provést. V nasem pripadé se jedna o ,Back Up
Database (Full)" a ,Maintenance Cleanup Task".
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[E§ Maintenance Plan Wizard - O *

Select Maintenance Tasks
Which tasks should this plan perform?

Select one or more maintenance tasks:

] Check Database Integrity

] Shrink Database

(] Reorganize Index

] Rebuild Index

[] Update Statistics

[] Clean Up History

] Execute SQL Server Agent Job

[] Back Up Database (Differential}
[[] Back Lp Database (Transaction Log)
[v] Mairtenance Cleanup Task

_‘i‘) The Back Up Database (Full)task allows you to specify the source databases, destination files or tapes,
and overwrite options for a full backup.

Help < Back Nead > Finish >> Cancel

4) Pokracujeme dal, zachovame poradi spousténi uloh.

5§ Maintenance Plan Wizard - m} X

Select Maintenance Task Order
In which order should these tasks be perfformed?

Select the order for the tasks to execute:

Maintenance Cleanup Task

Move Up. Move Down...

y The Back Up Database (Full) task allows you to specify the source databases, destination files or tapes,
and overwrite options for a full backup.

Help < Back Next > Finish Cancel

5) Vybereme databaze ABRA Gen, které chceme zalohovat.

Ui'i Maintenance Plan Wi

izard - o x
Define Back Up Database (Full) Task
Cortfigure the mairtenance task. x ‘\~
General Destination  Options
jackup type Ful
Database(s) <Select one or more> LI

Backup component

O All databases

Back up to: (O System databases

0 All user databases (excluding master, model, msdb,
tempdb)

(®) These databases:

Mot scheduled {On Demand)

Help < Back Next > Finigh >> Cancel

6) Vybereme umisténi, kam chceme zalohy ukladat.
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[E§ Maintenance Plan Wizard - O X

Define Back Up Database (Full) Task
Corfigure the maintenance task. L]

General Destination  Options

(C) Back up databases across one or more files:

Contents

Append
(®) Create a backup file for every database
[ Create a sub-directory for each database
Folder: FASQL_Backup\DB

https //<storageaccount > blob .core windows.net/

Backup file extension biak

Net scheduled (On Demand)

Help < Back Next >

&

Cancel

7) V daldim kroku nastavime automatické odmazévani soubor@ zaloh z uvedeného umisténi.

[Ef Maintenance Plan Wizard — m} X

Define Maintenance Cleanup Task
Corfigure the mairtenance task.

Delete files of the following type:
(® Backup files
(O Mairtenance Plan text reports
File location:
() Delete specificfile

File name

(® Search folder and delete files based on an extension

Folder- FASQL_Backup'DE |

File: extension bak |

[ Include firstdevel subfolders
File age:
Delete files based on the age of the file at task un time

Delete files older than the following:
14 |3 Dayls) -

Mot scheduled (On Demand) Ch

Help < Back Mexd > Finish Cancel

8) Dokoné&ime privodce

A& ABRA
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lli_'i' Maintenance Plan Wizard

- [m| X
Select Report Options e
Select options for saving or distrbuting a report of the maintenance plan actions. Lu Q‘
:\1
[[] White a report to a text file
Folder location: C-\Program Files'\Microsoft SQL Server\MS501L13 MSSQLSERVE
[] E-mail report
To: i

Ili_'i' Maintenance Plan Wizard

Complete the Wizard

Neat >

Verify the choices made in the wizard, and then click Finish

Finigh >3

Click Finish to perform the following actions:

[=- Maintenance Plan Wizard

-Create Maintenance Plan "ABRA - Full Backup’
- Define Back Up Database (Full) Task

[+ Define Maintenance Cleanup Task

e ==

Ui_i' Maintenance Plan Wizard

Maintenance Plan Wizard Progress
Click Stop to intemupt the operation.

Nead >

@D success

Details:

5 Total
5 Success

0 Emor
0 Waming

Action
@ Creating maintenance plan "ABRA - Full Backup”
@ Adding tasks to the maintenance plan
@ Adding scheduling options
@ Adding reporting options
@ Saving maintenance plan "ABRA - Full Backup”

Status

Success
Success
Success
Success
Success

Message

Stop

Report

Close

A& ABRA

software for your business
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2.2.3 PRAVIDELNA ZALOHA TRANSAKCNICH LOGU DATABAZI ABRA GEN MS SQL

Postup nastaveni zalohovani transakénich logl databazi ABRA Gen je obdobny jako v piipadé pIné zalohy.

Nastavime zélohovani transakénich logl databazi ABRA véetn& automatického odmazavani starych zaloh. V tomto
prikladu jsme se rozhodli uchovavat zélohy logll 3 dny

1) V SQL Management Studiu spustime vytvoFeni tzv. maintenance pléanu s privodcem (Management-Maintenance
Plans-Maintenance Plan Wizard), vyplnime nazev Ulohy a nastavime pravidelné spousténi, tentokrat kazdou
hodinu v produkénim cCase.

[E§ Maintenance Plan Wizard - O *

Select Plan Properties
How do you want to schedule your maintenance tasks?

Name: ABRA - Log Backup
Description:
s SQL Server Agent service account -

(O Separate schedules for each task
® Single schedule for the entire plan or no schedule

Schedule:
|Occurs every day every 1 hour(s) between 4:00:00 and 20:59:59. Schedule will t| I Change...
Help < Back Nexd > Finish Cancel

2) Vybereme ,Back Up Database (Transaction Log)" a ,Maintenance Cleanup Task" a v nasledujicim kroku
zachovame poradi.

[E§ Maintenance Plan Wizard - O *

Select Maintenance Tasks
Which tasks should this plan perform?

Select one or more maintenance tasks:

Check Database Integrity
Shrink Database
Reorganize Index
Rebuild Index

Update Statistics

Clean Up History
Execute SQL Server Agent Job

Back Up Database (Full)

Back Up Database (Differential)
Back Up Database (Transaction Log)
4| Maintenance Cleanup Task

RIOOOOO0O00d

\i') The Maintenance Cleanup task removes files left over from executing a maintenance plan.

Help < Back Mext > Finish Cancel

3) Vybereme databdze ABRA Gen, které chceme zalohovat, a umisténi zaloh.
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Transaction Log

[E§ Maintenance Plan Wi - O >
Define Back Up Database (Transaction Log) Task
Configure the maintenancs task. L ‘N
General  Destination  Options
Backur v

Database(s): I <Select one or more>

Baclup component

() Al databases

Back up to: [

tempdb)

(®) These databases:

1\ Databases with simple recovery will be excluded.

®) All uzer databazes (excluding master, model, medb,

S

Mot scheduled {On Demand)

[ Ignore databases where the state is not online

Cancel

Help < Back Next > Finish > Cancel
@ Maintenance Plan Wizard - m} X
Define Back Up Database (Transaction Log) Task S
Corfigure the maintenance task LB '\‘
General Destination  Options
(0) Back up databases across one or more files
Add
Remove
Cortents

st Append

(® Create a backup file for every database
[] Creste a sub-directory for each database

Folder: F\SQL_Backup'logs

=]

V Create...

hitps ./ <storageaccount > blob core windows net/

Backup file extension: tm

5

Not scheduled {On Demand)

Change...

Help < Back Mest >

Finish 3 Cancel

4) Nastavime automatické odmazavani souborl zaloh z uvedeného umisténi.

A& ABRA
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Iﬁﬁ' Maintenance Plan Wizard

Define Maintenance Cleanup Task
Corfigure the maintenance task.

Delete files of the following type:
® Backup fles

() Maintenance Plan text reports

File location:
(O Delete specific fils
File name:

(@) Search folder and delete files based on an extension

Folder: F:SQL_Backup'lLogs |

File extension: tm |

[ Include firstdevel subfolders
File age:
Delete files based on the age of the file at task run time

Delete files older than the following:
3 > |Dayls) Y

Not scheduled (On Demand)

Help < Back MNext = Finish == Cancel

5) Dokonéime privodce

Iﬁﬁ' Maintenance Plan Wizard

Maintenance Plan Wizard Progress v y
Click Stop to intermupt the operation.

@ 5 Total 0 Emor
Success 5 Success 0 Waming

Details:

Action Status Message
Creating maintenance plan "ABRA - Log Backu...  Success
Adding tasks to the maintenance plan Success
Adding scheduling options Success
Adding reporting options Success

Saving maintenance plan "ABRA - Log Backup"  Success

[N NN N

Close

2.3 PLANOVANA ZALOHA SOUBORU STORAGE.STF

A& ABRA

software for your business

Kromé téchto dat ABRA Gen je nutné zalohovat soubor repositofe - soubor Storage.STF. Tento soubor je mozné
zalohovat pomoci nastroje StorExpl.exe, a to bud’ ru¢né, nebo automaticky skrz naplanovanou ulohu Windows.

1) Rucni zaloha Storage.STF
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Spustime nastroj StorExpl.exe z instalacniho adresarfe ABRA, zadame heslo (pokud je nastaveno) a zvolime
exportovat do souboru STF.

&, Storage Explorer - E:\ABRA\Storage.STF

Soubor Upravy Zobrazit
Export 3 Do souboru STF
Import 3 Do souboru XML

Ukenéit Alt+X Do textového souboru

+ [BN CURRENT_USER
B3 DEFROLLS
+ [ DYNSQL
(B9 TNSTALL
(B9 INSTALLEDOBIECTS
B9 MET_PROMOTER _SCC
+ [BN PERSISTENCE
» [ SECURITY
+ [N SITES

Ulozi aktudlni kIi€ se viermni podkli€i do soubaoru.

2) Automaticka zaloha

Vytvorime skript, dle nize uvedeného prikladu a tento skript naplanujeme pomoci planovace uloh v opera¢nim
systému Windows.
Soubor Storage.STF doporucujeme zalohovat kazdy den.

Priklad skriptu, ktery exportuje data Storage.STF zabezpeleny heslem ,Heslo123" do adresare
F:\ABRA_backup:

e:\ABRA\Storexpl.exe /ef:\ABRA_backup\Storage.STF /pRoot /sHeslol23

Pozn.: Napovéda k programu Storexpl.exe viz téz help.abra.eu, sekce Nastroje.

3. OBNOVA ABRA GEN MS SQL

3.1 ZAKLADNI POPIS

Ve vySe uvedenych castech tohoto dokumentu jsme probrali jak nastavit zalohovani MS SQL databazi ABRA Gen. V této
¢asti uvedeme postup jak vyuzit tuto zalohu pro obnovu dat. Obnova dat predstavuje velky zasah do dat a pfi nespravné
manipulaci mize dojit k prepsani produkénich dat. Proto doporucujeme, aby tento Ukon provadéla poucend osoba.

Test obnovitelnosti zaloh je ddleZitym prvkem v procesu bezpedného zélohovani. Doporucujeme pravidelné testovat
provedené zalohy napf. obnovou do testovaciho spojeni. Tento proces Ize i automatizovat.

3.2 OBNOVA DATABAZE ABRA GEN MS SQL

Ni%e uvedeny navod popisuje zplisob obnovy databidze ABRA Gen z provedené plné zalohy produkéni databaze, viz bod
2.2.2 do nové databaze, kterd midze slouzit napf. pro vytvoreni testovaciho spojeni ABRA Gen.

Po provedeni nize uvedeného postupu docilime:

e Bude vytvorena nova databaze s nazvem ABRA_Data_Test s daty produkéni databaze. Data budou k ¢asu, kdy
se provedla plna zaloha produkéni databaze.
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POZOR: Dlrazné upozorfiujeme, Ze nespravnym postupem muze dojit ke ztraté dat. Prosim postupujte obezietn&, pokud
si nejste s postupem sami jisti, pfenechte tuto ¢innost databazovému specialistovi.

1) Spustime SQL Management Studio a pFipojime se do databadze MS SQL.

Potirebujeme k tomu:

SQL Management Studio

PFistupova opravnéni k SQL serveru

P o B x

] BNy B0 @S oL P i msrem-.

SQL Server

Detaass Engne
ocahon]
Wndows Athentication

4) Spustime obnovu databaze

Jednou z moznosti je provést obnovu databaze pomoci T-SQL prikazu.

RESTORE DATABASE <ndzev nové databaze>
FROM DISK=<cesta k souboru zalohy databaze>
WITH RECOVERY,
MOVE <logicky nazev datového souboru> TO <plna cesta datového souboru MDF>,
MOVE <logicky ndzev logového souboru> TO <plnd cesta logového souboru LDF>;

Parametry prikazu:

<nazev nové databaze>: nazev nové databdze, do které chceme data obnovit, databaze nesmi
existovat.

<cesta k souboru zalohy databaze>: cesta k souboru plné zalohy produkcni databaze.

<logicky nazev datového souboru>: ,Logical name" datového souboru databaze. Lze zjistit z vlastnosti
produkéni databaze.

<logicky nazev logového souboru>: ,Logical name" logového souboru databaze. Lze zjistit z vlastnosti
produkéni databaze.

<plnd cesta datového souboru MDF>: nazev datového souboru MDF nové databdze. Pozor, soubor
nesmi existovat.

<plna cesta logového souboru LDF>: nazev logového souboru LDF nové databaze. Pozor, soubor nesmi
existovat.

Priklad prikazu:

RESTORE DATABASE ABRA_Data_Test
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FROM DISK='F:\SQL_Backup\DB\ABRA Data_backup 2018 12 12 003001 _4438611.bak"
WITH RECOVERY,

MOVE 'ABRA_Data' TO 'E:\SQL_Data\ABRA_Data_Test.mdf',

MOVE 'ABRA_Data_Log' TO 'E:\SQL_Logs\ABRA_Data_Test_Log.ldf";

L;; 5QLQuery1.sql - SQCZ-JISE-TEST1.master (SQ\administrator (60))* - Microsoft SQL Server Management Studio (Administrater) Quick Launch (Ctrl+Q) Pl - B x
File Edit View Project Debug Tools Window Help
©-0[B- -2 H P ANvaey BRI D |2-e-|@| Generic Debugger ~ 5 Rz,
| [maste | b Becute Debug | | | | %

Object Explorer Properties

[IRESTORE DATABASE ABRA Data_Test

oot~ ¥ " Current connection parameters -
omect- ¥ ¥ < FROM DISK='F:\SQL_Backup\DB\ABRA_Data_backup_2015_12_12_63061_4438611.bak’ = "
El WITH RECOVERY, =l

1 Databases MOVE AERA Data’ TO 'E:\SQL Data\ABRA Data_Test.mdf',
System Databases MOVE "ABRA_Data_Log' TO "E:\SQL_Logs\ABRA Data_Test_Log.ldf';
Database Snapshots
@ ABRA Data

Bl Aggregate Status
. Connection failure:
Elapsed time

Finish time 12.12.2018 9:29:49
ABRA Data Test
B Zwm o Name SQCZ-JISE-TEST1
Server Objects Rowcreumed [0 s
Replication Start time. 12.12.2018 9:29:43
PolyBase State Open
Always On High Availability = Connection
Management Connection name  SQCZ-JISE-TEST! (5Q\a
Integration Services Catalogs B Connection Details
8 SOL Server Agent Azure Active Direct
TF] XEvent Profiler Connection elapse:

Connection encryp Not encry

Connection finish 1 1212:
Connection rows r« 0

0% - Connection start ti 12.122018 %:29:4
Connection state  Open
Ef Vessages
Procassed 39928 pages for datsbase 'AERA Dacs Tesc', file 'ABRA Dava’ on fils 1. o || Displaymsme  SQCZAISE-TESTY
Procassed 2 pages for datsbase 'ABRA Data Test', fila 'AERA Data log’ on fils 1. Login name SQ\administrator
RESTORE DATAEASE successfully processed 39930 pages in 4.458 ssconds (69976 MB/asc) Server name SOCZ-ISE-TESTH
Server version
Session Tracing ID
60
7 | Name
0% -

The name of the connection.

Query executed successfully. SQCZ-JISE-TEST1 (13.05P2) | SQ\administrator (60) | master | 00:00:06 | 0 rows

Ready
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A& ABRA

software for your business

Tento dokument popisuje postupy zalohovani a obnovy databazi MS SQL ABRA Gen. Je zde uveden princip zalohovani

skrz interni nastroj databazového stroje MS SQL, ktery je ndzorné ukazan na konkrétnim prikladu. Upozorfiujeme, Ze ve
vasem prostiedi se mohou byt odli$nosti, napf. v nazvech databézi, cilovych adresafd, verze MS SQL serveru, apod.

Doporucujeme vénovat zalohovani a testu obnovitelnosti velkou pozornost.
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